CYBER NEIGHBOR - PHASE 2

Be a Good Cyber Neighbor

Help someone improve their security and privacy — then help them become the
next helper in the chain.

SECURE YOURSELF HELP SOMEONE ELSE PAY IT FORWARD

Get your own digital house in order. Then help someone else to improve If possible, teach them to do these

This was Phase 1 of the campaign. their security and privacy. This is things so they can then go on to help
Phase 2 of the campaign. someone else.

You don't need to know everything. Be willing to help, learn together, and point people toward
trustworthy resources.

LAST UPDATED” Aug 23, 2026

This is the first version. | expect to make some additions and changes, particularly as feedback comes in.
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How to Use These Action Sheets

KEEP IT SMALL RESPECT THEIR PRIVACY

You may encounter passwords, financial information, private
messages, medical information, or other sensitive data. Don't record
or retain information you don't need. If necessary, you can turn away
when they’re entering this information.

Each checkbox is a small, atomic step — meant to be completed in less
than 5 minutes. Longer steps include a time estimate at the end.

DON'T RUSH WRITE ON THESE SHEETS

You don't have to finish an action in one sitting. Stop when you want Check things off. Take notes. Use the back. The original belongs to the
and return later. Slow and steady wins the race. person receiving the help.

TEACH, DON'T TAKE OVER HELPFUL RESOURCES

Whenever practical, let the person you're helping control their own Some actions have a second page with supporting links from the
device and perform the steps. Have them take notes on the printed original action list.

sheet and let them keep them when you’re done.

CYBER NEIGHBOR
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CYBER NEIGHBOR - PASSWORDS

Set up a password manager

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US

Strong, unique passwords become Your accounts are harder to hijack and Fewer reused passwords means fewer
practical — the human mind isn’t up to use against people you know. easy account takeovers.

this task.

PREREQUISITES

Phone and computer; access to primary email.

DO THIS TOGETHER WHAT YOU SHOULD KNOW

[0 Choose a memorable, hard-to-guess master password The goal of this task is to get someone converted to
[0 Create a BitWarden account using a password manager to generate, store and fill
O Install BitWarden on the smartphone and make it the default [10-15 mins] in their passwords - start with the most important

[ Install the BitWarden browser extension ones (financial, medical, email, social media and

governmental). This one action will greatly increase

O Import existing saved passwords from browser, if applicable your security.

O Verify several imported logins work
[0 Disable browser-based autofill, if applicable
O Delete old browser-stored passwords after verifying that import was complete

NOTES
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CYBER NEIGHBOR - PASSWORDS - RESOURCES

Set up a password manager

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

Bitwarden: master password guidance J/Lbi icking-the-right- -for-your- :

Bitwarden: Start Free https://bitwarden.com/go/start-free/

Bitwarden: Getting Started on Mobile hittps://bitwarden.com/help/getting-started-mobile/
Bitwarden Downloads https://bitwarden.com/download/

Bitwarden: Import from Chrome https://bitwarden.com/help/import-from-chrome/
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CYBER NEIGHBOR - 2FA

Set up two-factor authentication

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US
A stolen password alone is no longer Compromised accounts are less useful Stronger logins reduce the supply of
enough. Without your 2FA device, they for impersonation scams. hijacked accounts.

still can’t log in to your account.

PREREQUISITES

Password manager recommended; phone used for authentication.

DO THIS TOGETHER WHAT YOU SHOULD KNOW

O Install Ente Auth or Proton Authenticator Setting up two-factor authentication (2FA) can be a
O Enable secure authenticator cloud backup, if appropriate pain, but it’s a fantastic way to protect important
O Enable 2FA on the password manager accounts. Even if the bad guys manage to guess or
[0 Save recovery/seed information safely bypass your password login, they won’t have your

smartphone running the 2FA app. | recommend using

O Enable 2FA on one other important account Ente Auth or Proton Authenticator.

[0 Repeat later for additional accounts

NOTES
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CYBER NEIGHBOR - 2FA - RESOURCES

Set up two-factor authentication

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

Ente Auth https://ente.com/auth/

Proton Authenticator https://proton.me/authenticator

FDSD: Back up 2FA seed codes https://firewallsdontstopdragons.com/how-to-backup-2fa-seed-codes/
2FA Directory https://2fa.directory/
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CYBER NEIGHBOR - BROWSER

Switch to a private browser

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FORALL OF US
Reduces tracking and improves browser Less browsing data can reveal less about More privacy-respecting browsing
privacy. relationships and interests. reduces demand for surveillance.

PREREQUISITES

Know the current browser. Have the password manager available if adding its extension.

DO THIS TOGETHER WHAT YOU SHOULD KNOW

Chrome is by far the most popular web browser on
the planet and also undeniably the worst for privacy,
given that it’s made by Google. Edge on Windows is

O Install Firefox or Brave
O If using Firefox, install uBlock Origin

O Install the password-manager extension as bad or worse than Chrome. | personally prefer
O Review privacy and security settings Firefox, but Brave is also very good. For Mac-only
O Choose a privacy-respecting search engine users, Safariis good.

NOTES
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CYBER NEIGHBOR - BROWSER - RESOURCES

Switch to a private browser

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

Firefox https://wwy firefox.com/
Brave https://brave.com/download/
uBlock Origin for Firefox hitps://addons.mozilla.org/en-US/firefox/addon/ublock-origin/
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CYBER NEIGHBOR - NETWORK

Secure your home network

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FORALL OF US

Protects devices and data on the home A safer network reduces risk to guests Fewer vulnerable routers means fewer
network. Your router is the gateway to all and family devices. botnets and malicious residential proxies
devices on your network. that might attack critical infrastructure.

PREREQUISITES

Administrative access to the Wi-Fi router; replace an obsolete or ISP-controlled router first if needed.

DO THIS TOGETHER WHAT YOU SHOULD KNOW

[0 Record the router make/model (maybe take a picture of the device label) The following tasks assume that your beneficiary

O Change the router administrator password and store in password manager. owns their Wi-Fi router. If they’re using a router from
O Set a unique Wi-Fi password their'ISP or if their router is old, you should start by
] Update firmware and enable auto-update helping them to buy a newer, more secure router.

Most people don’t need a fancy or fast router. | like
the GL.iNet Flint series. You might want to note the

router make and model (maybe even take a picture)
for future reference.

O Enable a password-protected guest network
[0 Move one loT device to the guest network

O Move remaining loT devices later [minutes to hours]
O Create and print a guest Wi-Fi QR code with QiFi.org

NOTES
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CYBER NEIGHBOR - NETWORK - RESOURCES

Secure your home network

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: Secure Your Network https:/firewallsdontstopdragons.com/secure-your-network-part-1-scan/
FDSD: Guest Networks https:/firewallsdontstopdragons.com/be-my-guest-no-i-insist/
QiFi guest Wi-Fi QR generator https://qifi.org
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CYBER NEIGHBOR - BACKUPS

Set up automatic backups

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US

Makes recovery from loss, failure, or Shared photos and records are less likely Reliable backups make destructive
ransomware possible. to disappear. attacks less effective.
PREREQUISITES

Decide what must be backed up. A password manager is useful for encryption/recovery keys.

DO THIS TOGETHER WHAT YOU SHOULD KNOW
O Choose a cloud-backup service Having an automated, periodic backup system can
O Set up cloud backup [15-30 mins] be areal lifesaver. The simplest solution is cloud
. backup - recommend Backblaze or iDrive. The
[0 Save any user-controlled encryption key safely o .
. cheapest solution is an external hard drive. But to
[0 Connect an external backup drive

cover your bases, you should really do both. Both

O Enable Time Machine or Windows backup [10-20 mins] solutions will have a cost.

O Enable automatic smartphone backup

NOTES

Firewalls Don't Stop Dragons e firewallsdontstopdragons.com CYBER NEIGHBOR



CYBER NEIGHBOR - BACKUPS - RESOURCES

Set up automatic backups

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: Data Backups https://firewallsdontstopdragons.com/you-must-have-data-backups/
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CYBER NEIGHBOR - COMPUTER

Secure your computer

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US

Reduces exposure to software flaws and A safer computer is less likely to threaten Fewer vulnerable computers means

malware. your friends and family. fewer attacker footholds for the bad
guys.

PREREQUISITES

Administrator access to the computer; back up important data before major changes.

DO THIS TOGETHER WHAT YOU SHOULD KNOW

Al systems are finding software bugs at an insane

O Enable automatic operating system (OS) updates rate. Software makers are fixing them as fast as they

O Enable automatic application updates can, but bad guys are also using Al to exploit them.

O Create a separate administrator account [10-15 mins] It’s never been more important to keep your -

O Make the everyday account non-admin [10-15 mins] co?pu';er operating system and key applications
updated.

O Confirm Microsoft Defender is active on Windows
O Enable full-disk encryption where appropriate [10-30 mins]

NOTES
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CYBER NEIGHBOR - COMPUTER - RESOURCES

Secure your computer

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: Update All the Things https:/firewallsdontstopdragons.com/update-all-the-things/

FDSD: Antivirus pros and cons
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CYBER NEIGHBOR - PHONE

Secure your smartphone

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US
Protects messages, photos, accounts, A compromised phone is less useful for Better-protected phones reduce account
and 2FA. targeting friends and family. takeover and leakage.

PREREQUISITES

Unlocked phone and Apple/Google account credentials.

DO THIS TOGETHER WHAT YOU SHOULD KNOW
0 Enable automatic OS updates Just like securing your computer, it’s crucial to keep
0 Review permissions for one sensitive app your smartphone and its apps updated.

O Remove one unused app
O Install or choose a private browser

O Choose a privacy-respecting search engine for your browser
[0 Setup emergency medical information

NOTES
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CYBER NEIGHBOR - MESSAGING

Set up private messaging

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US

Keeps private conversations private so Protects everyone participating in the Wider end-to-end encryption raises the
that only you and your recipients can conversation. privacy baseline. Privacy is a right, you
read your messages. don’t have to justify it.

PREREQUISITES

Smartphone available; identify at least one person they can message with Signal.

DO THIS TOGETHER WHAT YOU SHOULD KNOW

O Install Signal on the smartphone Apple’s Messages are end-to-end encrypted (E2EE)
O Create the Signal account/profile by default, but it’s only guaranteed when messaging
O Review phone-number privacy and username settings other users with an Apple device (blue bubbles).

Google’s built-in messenger uses E2EE now-and in
some cases Apple-to-Android uses RCS with E2EE.
But it’s still a crap shoot.

O Create a username so you don’t have to give out your phone number.
[0 Send a test message to another Signal user
O Optionally install Signal on your computer (use QR code to sync with phone)

NOTES
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CYBER NEIGHBOR - MESSAGING - RESOURCES

Set up private messaging

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

Signal https://signal.org/download/

Signal linked devices https:/support.signal.org/hc/en-us/articles/360007320551-Linked-Devices
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CYBER NEIGHBOR - EMAIL

Set up private email

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US

Provides a more privacy-focused home Private communication protects both Privacy-respecting services reduce
for email. Get friends and family to join sides, when you use the same service. surveillance by both corporations and
you for complete privacy. governments.

PREREQUISITES

Access to current email and phone; plan how important contacts will learn the new address.

DO THIS TOGETHER WHAT YOU SHOULD KNOW
J Create a Proton account Email is not encrypted by default — you should think
O Install Proton Mail on the smartphone of emails as more like postcards than letters.

Unfortunately, encrypting emails is not simple
unless both the sender and recipient are using the
same email service. But Proton Mail has options to
O Update one important contact with the new address communicate securely with non-Proton users, and
O Continue updating contacts later comes with lots of other great features like docs,
sheets, calendar, contacts, VPN and cloud storage.
You should set up an account for anyone else in your
family or circle of friends that is willing to try
something more private.

[0 Setup Proton Mailin browser or desktop app
[0 Send a test message

NOTES
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CYBER NEIGHBOR - ACCOUNTS

Claim common online accounts

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US
Prevents bad guys from claiming your Reduces identity-theft opportunities Fewer unclaimed identity accounts
important accounts. affecting family finances. means fewer fraud opportunities.

PREREQUISITES

Password manager and 2FA recommended before claiming identity and financial accounts.

DO THIS TOGETHER WHAT YOU SHOULD KNOW

[ Claim a Social Security Administration account There are certain “universal” online accounts that

0 Claim an IRS online account everyone should establish and claim, before the bad

O Claim utility-provider accounts gu'ys.do—eve.n if you have no intention .Of using them.

O Claim int tand bil id t This is sometimes referred to as “planting your flag”.
afm interne ar'l mobtle-provideraccounts The below recommendations are based on US

0 Claim bank and investment accounts organizations, but this really applies to any

O Claim credit-bureau accounts organization for which everyone has an account by

O Enable 2FA wherever available default. If available, you should set up two-factor

auth, as well.

NOTES
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CYBER NEIGHBOR - ACCOUNTS - RESOURCES

Claim common online accounts

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: Plant Your Flag Wil -yOU-

Social Security Administration https://www.ssa.gov/myaccount/

IRS Online Account https://www.irs.gov/payments/your-online-account
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CYBER NEIGHBOR - CREDIT

Freeze your credit accounts

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US
Makes fraudulent new-credit accounts Protects household finances and shared Credit freezes remove an easy path for
much harder to open. obligations. identity thieves.

PREREQUISITES

Identity information and official credit-bureau sites; password manager recommended.

DO THIS TOGETHER WHAT YOU SHOULD KNOW

O Freeze credit with Experian One of the most devastating attacks is identity theft,
O Freeze credit with Equifax particularly ruining someone’s credit score by

O Freeze credit with TransUnion openlnif(raudule?t accourlttshl.n §okr)ne%one felse s

O Freeze credit with Innovis name. A key way to prevent this is by freezing your

account with the major credit bureaus. This is free to
do and easy to temporarily “thaw” if you need a
credit check. (Note that this often happens in weird
cases, like opening new utility accounts or applying
forajob.)

[0 Store freeze credentials/PINs safely
O Explain how to temporarily thaw a freeze

NOTES
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CYBER NEIGHBOR - CREDIT - RESOURCES

Freeze your credit accounts

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: Freeze Your Credit /i it- - -is-the-ti

Experian Credit Freeze https://www.experian.com/freeze/center.html

Equifax Credit Freeze : i it- _ i it-

TransUnion Credit Freeze https://www transunion.com/credit-freeze

Innovis Security Freeze https://www.innovis.com/securityFreeze/index
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CYBER NEIGHBOR - ALERTS

Enable account notifications

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US
Gives early warning of suspicious Faster detection can limit household Early detection and limits make fraud
financial activity. losses. less profitable.

PREREQUISITES

Login access to bank, credit-card, and investment accounts.

DO THIS TOGETHER WHAT YOU SHOULD KNOW
O Open alert settings for one bank account Most modern financial accounts today have the
O Enable unusual/large transaction alerts abilityto'notify you of various types of events qnd
O Enable foreign-transaction alerts if available transactions. You Sh(?Uld takg gdvgntage of this
. . . - feature to flag suspicious activity, like purchases or
[0 Review transaction limits/restrictions

withdrawals over a certain limit, foreign
transactions, etc. If possible, you should also enable

restrictions and limits on transactions (usually in the
same area as notifications).

[0 Repeat for credit-card accounts
[0 Repeat forinvestment/retirement accounts

NOTES
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CYBER NEIGHBOR - CLEANUP

Perform a digital spring cleaning

WHY THIS MATTERS
FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US
Reduces obsolete software and Fewer forgotten apps and records means Smaller attack surfaces mean fewer
unnecessary data. fewer exposures. opportunities for compromise.

PREREQUISITES

Back up anything important before deleting apps or shredding originals.

DO THIS TOGETHER WHAT YOU SHOULD KNOW
0 Remove one unused computer application One of the simplest and most effective techniques
O Remove one unused phone/tablet app for increasing your security is to decrease your

vulnerabilities. We refer to this as ‘reducing your
attack surface’. All software has bugs and many of
those bugs can be exploited by bad guys. You should
U Scan one important paper document take the time to review all the apps you have

O Back up the scan installed and remove any that you aren’t using or that
[0 Shred the original only after verifying backup are no longer receiving updates. And as long as
you’re doing some decluttering, you might want to
convert your important paper documents to digital
form, back them up and shred the originals.

O Remove one unnecessary browser extension
[0 Repeatthe app review later

NOTES
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CYBER NEIGHBOR - CLEANUP - RESOURCES

Perform a digital spring cleaning

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: Digital Spring Cleaning https://firewallsdontstopdragons.com/spring-cleaning/
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CYBER NEIGHBOR - EMERGENCY

Prepare for emergencies

WHY THIS MATTERS
FOR YOU FOR PEOPLE AROUND YOU FORALL OF US
Makes critical information reachable in Helps trusted people act during injury or Prepared households put less strain on
an emergency. incapacity. others in emergencies like natural
disasters.
PREREQUISITES
Identify trusted emergency contacts; password and 2FA recovery plans help.
DO THIS TOGETHER WHAT YOU SHOULD KNOW
O Add emergency medical information to the phone Apple and Android cell phones have some very handy
O Setup emergency access to passwords emergency features that can literally save lives. You
) should enable these features where possible. Also,
[0 Document access to the 2FA device/account .
. . . . you should set up some sort of mechanism to allow
O Review safe-deposit-box access if applicable

emergency account access in the event that your
loved ones are incapacitated for some length of

time. Note that this includes access to devices used
for two-factor authentication.

O Enable fall/crash detection on devices where available
O Tellthe trusted contact where emergency information is kept

NOTES
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CYBER NEIGHBOR - EMERGENCY - RESOURCES

Prepare for emergencies

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: Access Backup Plan

FDSD: Digital Afterlife
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CYBER NEIGHBOR - DEGOOGLE

Reduce Google footprint

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US
Reduces how much one company can Less centralized data can reveal less Service diversity reduces concentration
observe and correlate. about friends and family. of personal data.

PREREQUISITES

Earlier actions may help first: private browser, email, authenticator, and cloud storage.

DO THIS TOGETHER WHAT YOU SHOULD KNOW

[0 Switch browser to Firefox or Brave | wrote an entire series of articles on how to reduce
O Change the default search engine your dependency on Google services. This action has
[0 Move email to Proton a lot of stuff in it and will take some time and effort to
O Move contacts/calendar away from Google complete. It also overlaps with some previous

actions.
O Move from Google Authenticator to Ente Auth or Proton Authenticator

O Move files from Google Drive to an alternative [30+ mins]

NOTES
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CYBER NEIGHBOR - DEGOOGLE - RESOURCES

Reduce Google footprint

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: De-Google My Life https://firewallsdontstopdragons.com/de-google-my-life-part-1/
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CYBER NEIGHBOR - VPN

Setup a VPN

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US
Can improve privacy on untrusted Can protect shared activity on risky Good VPN literacy helps people avoid
networks. networks when used correctly. misleading privacy claims.

PREREQUISITES

Understand why they want a VPN before choosing one; have devices and payment method ready.

DO THIS TOGETHER WHAT YOU SHOULD KNOW
O Explain what a VPN can and cannot do A Virtual Private Network (VPN) is often touted a
O Choose a privacy-respecting VPN service silvgr bullet for privacy'— butin reality, you’rejust
[0 Create the VPN account tradl.ng your.t(;us'zl(solg)r::nstrust)\;)glzj/our |r?;cjerni;|c

. service provider or your provider. Many
U Install the VPN app/profile VPN providers are just as bad if not worse than ISP’s.
O Connectto a VPN server But a privacy-respecting VPN can be very helpfulin
O Disconnect and reconnect certain situations. The really tricky part here will be
O Explain when using the VPN is useful helping them understand what a VPN is and how it

works, as well as what a VPN isn’t. You’ll also need
to help them understand when to use a VPN and how
to connectto a VPN server.

NOTES

Firewalls Don't Stop Dragons e firewallsdontstopdragons.com CYBER NEIGHBOR



CYBER NEIGHBOR - VPN - RESOURCES

Setup a VPN

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: What a VPN Is (and Isn't)

FDSD: Choosing a VPN Service
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CYBER NEIGHBOR - SCAMS

Learn to avoid common scams

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FORALL OF US
Makes common fraud patterns easier to One informed person can warn friends Scams work less well when warning signs
recognize. and family. spread.

PREREQUISITES

None. Pick one scam topic at a time.

DO THIS TOGETHER WHAT YOU SHOULD KNOW
O Review phishing warning signs The goal of this action is to teach the beneficiary how
O Practice checking a suspicious link without opening it to recognize common scams.

[0 Discuss QR-code scam warning signs
[0 Discuss mobile-payment scam risks
O Learn how to reveal a shortened URL
[0 Review holiday/urgency scam patterns

NOTES
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CYBER NEIGHBOR - SCAMS - RESOURCES

Learn to avoid common scams

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: How to Catch a Phish /i _tQ- _a-

FDSD: QR Code Scams, Revisited Wiil - - -

FDSD: Mobile Payment Security Wil ile- - itv-pri

FDSD: Reveal Shortened URLs /i -to- - _

FDSD: Avoid Holiday Scams /i -to-avoid-holiday-
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CYBER NEIGHBOR - DEVICE-EXIT

Prepare a device for sale, recycle

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US
Prevents personal data from leaving with Protects people whose Proper disposal reduces personal data
an old device and being used for fraud accounts/messages were stored there. being used to compromise others.

like identity theft.

PREREQUISITES

Back up anything worth keeping before disconnecting accounts or wiping.

DO THIS TOGETHER WHAT YOU SHOULD KNOW
O Back up personal data Whenever someone gets rid of an old computer,
O Verify the backup tablet, smartphone or smart device, they need to
. . . take time to make sure all the data is erased and all
[0 Sign out of/disconnect cloud services

account connections are severed. You should also

O Remove the device from associated online accounts B . . .
make sure you’ve saved any important information.

O Wipe/factory-reset the device
O For a car, erase paired-phone/personal data

NOTES
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CYBER NEIGHBOR - DEVICE-EXIT - RESOURCES

Prepare a device for sale, recycle

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: Wipe Data Before Dumping Devices https://firewallsdontstopdragons.com/wipe-data-before-dumping-devices/
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CYBER NEIGHBOR - AD-BLOCKING

Block ads and tracking

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU
Reduces tracking and exposure to Less tracking can reveal less about
malicious ads. shared interests.

PREREQUISITES

Know which browsers/devices are used; network-wide options may require DNS/router changes.

DO THIS TOGETHER

O Install an ad blocker in the desktop browser
O Verify that blocking is working

[0 Consider NextDNS [10-20 mins]

[0 Review iOS/macOS options such as Wipr/Filtr
O Discuss sites that may deserve an exception

NOTES

Firewalls Don't Stop Dragons e firewallsdontstopdragons.com

FORALL OF US

Ad blocking makes malvertising and
tracking less effective.

WHAT YOU SHOULD KNOW

Ads aren’t just annoying. The frameworks that serve
ads can reveal a lot of information about you to ad
brokers. Some ads can even be used to deliver
malware —it’s called malvertising. Blocking ads also
blocks tracking and makes the browsing experience
much, much nicer. Many people will be blown away
by this.
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CYBER NEIGHBOR - AD-BLOCKING - RESOURCES

Block ads and tracking

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: How and Why to Block Ads https://firewallsdontstopdragons.com/how-and-why-to-block-ads/

Filtr article
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CYBER NEIGHBOR - DATA-BROKERS

Find and delete online data

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU
Reduces exposed personal information. Less public data makes relatives harder
to target.

PREREQUISITES

Decide how much time/effort to spend; some removals must be repeated.

DO THIS TOGETHER

[0 Search for exposed personalinformation

[0 Record only what is needed for removal

[0 Submit one opt-out/removal request

[0 Repeat for additional sites over time

O Review available public-record privacy controls
[0 Consider an ongoing deletion service

NOTES

Firewalls Don't Stop Dragons e firewallsdontstopdragons.com

FORALL OF US

Less brokered data reduces fuel for
scams and harassment.

WHAT YOU SHOULD KNOW

Data brokers like people search sites scrape and
scour our public information to create dossiers on
everyone, selling the information to anyone willing to
pay. This information comes from public sources like
voting records, property records, court filings,
criminal records and more. And sadly, some
government agencies sell your data, as well - like the
DMV. You can delete or restrict some of this data.

CYBER NEIGHBOR



CYBER NEIGHBOR - DATA-BROKERS - RESOURCES

Find and delete online data

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: OSINT Reconnaissance https://firewallsdontstopdragons.com/osint-reconnaissance/
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CYBER NEIGHBOR - COMPROMISE

Find and fix compromised accounts

WHY THIS MATTERS

FORYOU FOR PEOPLE AROUND YOU FOR ALL OF US
Helps verify and recover a compromised Stops hijacked accounts from targeting Faster remediation shortens attacker
account. contacts. access.

PREREQUISITES

Access to the account, recovery email/phone, and a trusted device.

DO THIS TOGETHER WHAT YOU SHOULD KNOW

[0 Review recent account activity How would you know if one of your accounts was

[0 Review active sessions/devices hacked? It’s not always obvious. But if someone you
O Look for changed recovery info or settings know is worried tha'F one or more of their accounts
O Change the password if compromise is suspected has been compromised, you can help them by

reviewing their account activity, looking for
indicators of compromise, and either reassuring

them that their accounts are safe or helping them
recover.

O Enable or repair 2FA

[0 Sign out other sessions

[0 Remove suspicious connected apps

[0 Use the provider recovery process if needed

NOTES
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CYBER NEIGHBOR - COMPROMISE - RESOURCES

Find and fix compromised accounts

Helpful resources from the original action list. Links remain clickable in the PDF.

HOW TO USE THIS PAGE

Use these references when a checklist step needs more explanation. Printed URLs are included so the page remains useful on paper.

FDSD: Indicators of Account Compromise https:/firewallsdontstopdragons.com/indicators-of-account-compromise/
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